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All is lost?

Stick to the
fundamentals

Rigorous
measurement,
threat modeling,
and analysis

Building practical
end-to-end
defenses
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Web Bots

Programs that perform web requests and interact with
Internet services, websites, or users on the Internet.



Bots are everywhere!

Bad Bots vs. Good Bots vs. Human in 2019

Good Bots
13.1%
Bad Bots
24.1%
Human
62.8%

* Imperva. Bad bot report 2020: Bad bots strike back. https://www.imperva.com/resources/resource-library/reports/2020-bad-bot-report/
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https://www.imperva.com/resources/resource-library/reports/2020-bad-bot-report/

p Olivia Watkins 10:18 AM
https://slack.com/features

Benign Bots

Features

Slack is where work flows. It's where the people you need, the information you
share, and the tools you use come together to get things done. (98 kB) ~

* Provide content discovery and indexing

a4 slack

services g
» Create content previews kR B

 Used for Academic/Industry research

GQ gle what happens when you put nothing in the microwave ”. SHODAN _ Q  Explore Pri
@ —
i New Service: Keep track of wh:
210.152.40.170
People also ask Russia Link inc.
e " Hosts: 656 § _ ® Japan, Tokyo

Is it safe to run a microwave with nothing in it?

How long can you run a microwave empty?

France | 1,447
Germany 1,336
Japan 923 Error 405: Not allowed (

Will a microwave explode if there is nothing in it?

9



Malicious Bots

* Credential stuffing attacks

File Edit View Search Terminal Help

www-data www-data 8298 Jul

22:55 view_create.php*

FWXF--r--

rwxr--r-- 1 www-data www-data 140 Jul 8 22:55 tbl_triggers.php*
rwxr--r-- 1 www-data www-data 5825 Jul 8 22:55 tbl_zoom_select.php*
. o = drwxr-xr-x 7 www-data www-data 4096 Jul 1 21:35 test/
. Probmg for vulnerabilities e e (Nt
rwxr--r-- 1 www-data www-data 850 Jul 8 22:55 themes.php*
rwxr--r-- 1 www-data www-data 1990 Jul 8 22:55 transformation_overview.php*
. . . . rwxr--r-- 1 www-data www-data 3787 Jul 8 22:55 transformation_wrapper.php*
rwxr--r-- 1 www-data www-data 1165 Jul 8 22:55 url.php*
* Fingerprint application - 1 date v R
rwxr--r-- 1 www-data www-data 1001 Jul 8 22:55 version_check.php*
1 8
0 | 8

rWXr--r-- www-data www-data 3455 Jul 22:55 view_operations.php*

" "
¢ Steal u n p rOteCted I nfO rm at I O n t[;rll)r:;l:l@ip:lé-gz\%c-iigg‘jv/ﬂgecbj?ggtLigfghgwﬁ«dslii2i/gﬁgaszd2??f4415 .6-all-languages$ cd ..

buntu@ip-172-26-6-165:~/debloating_phpMyAdmin/web$ cd ..
buntu@ip-172-26-6-165:~/debloating_phpMyAdmin$ vi exploitl.py
buntu@ip-172-26-6-165:~/debloating_phpMyAdmin$ python3 exploitl.py http://localhost:8084/phpMyAdmin-4.4.15.6-all-1a

¢ EXp I O It d ISCOve red Vu I n erabl I It I eS gls“rag/]ﬁb}gygﬁgﬁ3}3'1;Ec)?;aélc(iag)e/:(/q}equests/_init_.py:80: RequestsDependencyWarning: urllib3 (1.25.9) or chardet (3.0.

1) doesn't match a supported version!
RequestsDependencyWarning) 1
result: x bbe@d2ddad14 4.15.0-1021-aws #21-Ubuntu SMP Tue Aug 28 10:23:07 UTC 2018 x86 64 GNU/Linux

e Denial-of-Service attacks

Example of exploiting CVE-2016-5734 through web requests
(arbitrary code execution)

e Spam and misinformation
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Select all squares with

How do websites block bots? stree

* Drop requests (no response)
* Return error codes (403, 401, ...)
* Block IPs

e Perform human verification ..

C b @

An underlying assumption is
that we can detect bots.




Why is it hard to detect bots?

Diverse browsing environments

* Basic crawlers: wget, curl, etc.

* Selenium: almost the same as a normal web browser, except

controlled by automated script
e Can perform click, scroll, ...
» Can take screenshots
 Can execute Javascript
 ZMap: Scanning the Internet in a few minutes

 Googlebot: Crawler mixed with automated browsers
and basic crawlers

12

Bots

Xa

Automated browsers

& >

Scripts & CMD tools

Example Domain

This domain is for use in illustrative

Other
bots

examples in documents. You may use this

domain in literature without prior coordination or asking for permission.

More information...




Bots
Why is it hard to detect bots? X
Evasion and spoofing techniques A““;”;ated rowsers
» Spoofing User-Agents Scripts&c,a[;ws
» Rate-limit queries and requests @ Ot

« Simulate navigating behaviors with

Mozilla/5.0 (Macintosh; Intel Mac OS X 10 9 3)
automated browsers AppleWebKit/537.75.14 (KHTML, like Gecko)

. . Version/7.0.3 Safari/7046A194A !
* Use proxies to evade |[P-based detection :
Mozilla/5.0 (Linux; Android 4.4.2; Nexus 4 Build/ |
KOT49H) AppleWebKit/537.36 (KHTML, like i
Gecko) Chrome/34.0.1847.114 Mobile Safari/
537.36

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/84.0.4147.89 Safari/537.36

———————————————————————————————————————————————————————
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Little iInfo on bot impact
toward normal websites

No public dataset of
bot-only traffic



How can we minimize the effect
of malicious bots without ...
hindering benign bots?

How can we understand
— the true Impact and
purpose of bots?

How can we build a
bot-only dataset?




: Build a
How can we bulild a measurement

bot-only dataset? infrastructure!




- Build a
How can we bulild a Measurement

bot-only dataset? infrastructure!

Detection Methods?
Scalability?
Diversity?

Aristaeus”™

*Minor God in Greece mythology, caring over beekeepers



Aristaeus

Honeysites Log Sources

Bots Analysis Engine
@C

Automated browsers E % % > @ @ @ @ % >_ c

il

&> D

Apache CSP == r?\“ @ & ‘&
Scripts & CMD tools SR R
@ Other Current Honeysites v .
bots Bot signatures
/\ Log Aggregation
Aristaeus Control Center
New Honeysites , .
. e Log Correlation
—— 9] « Website Templates =t Pl e Querying Panel
— 0| ¢ Domain Registration Module i | :__: e Session Generation
- 0| o Name Servers 7 e
Traffic analysis

1. Deploy honeysites 2. Log aggregation 3. Bot traffic analysis
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Aristaeus

@€

Automated browsers

@ >

Scripts & CMD tools

Other
bots

Honeysites

IR

Current Honeysites

Aristaeus Control Center

New Honeysites

e Website Templates
e Domain Registration Module
e Name Servers

1. Deploy honeysites

Log Sources

>@@@ @

Apache CSP ==

Analysis Engine

vV

fl

- @

PNNENEENEPN
N, N, 5N, 5N,

Bot signatures

Log Aggregation

e Log Correlation
e Querying Panel
e Session Generation

2. Log aggregation

19

Traffic analysis

3. Bot traffic analysis




Aristaeus

Honeysites Log Sources Analysis Engine
@€ ~
Automated browsers @ @ @ @ |=: )& %( )
pGD >— % % Apache CSP = m r:”\j G‘\j GP r:”(\\
Scripts & CMD tools &Y Y ey Y
@ Other Current Honeysites v .
bots Bot signatures
Log Aggregation
Aristaeus Control Center
New Honeysites ,
‘ e Log Correlation
——©°] « Website Templates P § | * Querying Panel
— 0| « Domain Registration Module i i : e Session Generation
— 0| o Name Servers ST STeeet
Traffic analysis

1. Deploy honeysites 2. Log aggregation 3. Bot traffic analysis
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Honeysites ‘

Honeysite structure
Web Application E % %

Current Honeysites

e Aristaeus currently supports 5
applications

e 3 CMS web applications:
WordPress, Joomla, Drupal

Browser Fingerprint

o 2 web Admin tools:
PH PMyAdmin, Webmin | C‘\B Common Fingerprint Code

Behavior Analysis

Mys& Apache ~ Perl

| | —N_ -0
TLS Fingerprint " OS/Network Stack [Q(}\\.-J FingerprinTLS J

Fingerprint Design Honeysite Implementation

21



N '-[__';_ 5: Elements Console Sources Network Performance :
oneysite structure - - =
I

» Object :

Mixed Content: The page at 'https://tinychef.info/"' was loadd

es_gen/vishtp.jpg?loc=mbdy&rndst r“:r'-JmpRVXVur‘-lG51RVZuK2hGaHREr'-1HF: %

also be served over HTTPS. Pntlﬁoneysnes

Failed to load resource: the server responded with a status ¢

Browser fingerprinting

00

————————————————————————————————————————————————————

ZNDBNnQ1FZdkJ;

fO”tS-go?gl?'v Response Headers view source
unsafe-1inlil

|
» array(35) | Cache-Control: no-store, no-cache, must-revalidate, post-check=0, p
|

Refused to 1i
CXNrSjRiT1h4!

. . i . .
f.info tinyq  Connection: Keep-Alive
‘script-src’ I

webdriver--nt  Content-Security-Policy: default-src 'self' fonts.googleapis.com http:

e Javascript API support

[ %

no-store, must-revalidate

o Basic support test

Refused to Iy, tinychef.info http://tinychef.info http://www.tinychef.info all,

hEcudBz2N3e], R == S
fonts.google inline’ ;!
I

R e LT var customlmg2 = new Image(1, 1

I info www,
(@ Refused o i customimg2.src

e Support for security policies LZITTITY L reRe s tinychef.infoffpcodes_genivis2.jpg?
| | contentT, loc=scrpt&rndstr=WFY2ZUpQbXZ3TGJlaTVUU1"
o CSP, X-Frame-Options, Mixed Content Date: Thy,
(HTTP/HTTPS) ,etc.

Expires: wi document.body.appendChild(customimg2
o  First time security mechanisms are

o document.write(), varimg ...

[ %)

o Ajax support

—

Keep-Aliv{ document.write('<img src=
————————— I

' "hitps://ftinychef.info/fpcodes_gen/visi.jpg?

' Joc=scrpt&rndstr=aXhtUmdnR2sxSm"

TLS Finy
b= -l ————————————————————————— [c—.r ————————— J' - ==

J/
-

® Browser fingerprinting ) Fingerprint Design Honeysite Implementation
o Modified FPJS?2

used for fingerprinting clients

22
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Honeysites ‘

Honeysite structure %
Behavior fingerprinting S

Current Honeysites

e Honoring robots.txt

e Customized error pages

o We know bots probing for specific files

that may not exist

<>

: : : .y , Browser Fingerprint | | | l @ .
o Injecting fingerprinting code into 404 page / e

e Caching and resource sharing

‘ - -
E’\B Common Fingerprint Code

o Use “no-cache” header Behavior Analysis

Mys& Apache  ~ Perl

E.g. /a.jpg?r=[encoded IP+nonce] TLS Fingerprint || [ > OS/Network Stack [C@ Fi.,mﬁmsJ

o Encode cache-breaker on certain URL

‘_ Fingerprint Design " Honeysite Implementation

23



Honeysites

IR

Current Honeysites

Honeysite structure
TLS fingerprinting

TLS fingerprint is performed passively (server side)
compared to JS fingerprinting (client side)

e Cipher suites

e Signature algorithms srowser Fingerprint | | > | WA 0 @ /Y AR

Web application

e E-curve

A

Common Fingerprint Code

e J[LS version

Behavior Analysis

e Compression length

MySdRL Apache ~ Perl

ingerpri > -0
- OS/Network Stack [t\()\\_-) FingerprinTLS }

Fingerprint Design Honeysite Implementation

24



Honeysite structure

TLS fingerprinting
import "net/http"
resp, err = http.Get("nttps://example.com/")
Example of TLS fingerprint:
"tsfp": {

"ciphersuite": "OxC02F 0xC030 0xC02B 0xC02C 0xCCA8 0xCCA9 0xC013
0xCO009 0xC014 OxCOOA 0x009C 0x009D 0x002F

0x0035 0xC012 OxO00A",
"tls version": "0x0303",
"sig_alg": "0x0401 0x0403 0x0501 0x0503 0x0601 0x0603 0x0201 LUXG203.",
"src_port": 22260,

"record_tls_version": "0x0301", Go.h ttp~CI i en t

"timestamp": "2020-04-25 03:55:59",

"server_name": "www.historytenantfile.com"”,

"Ipv4_src": "167.71.193.105",

"e curves": "Ox001D 0x0017 0x0018 0x0019 ",

"extensions": "0x0000 0x0005 0xO00A 0x000B 0x000D OxFFO1 O0x0012 ",
"ciphersuite_length": "0x0020",

25



Overview of Aristaeus

Honeysites Log Sources Analysis Engine
@C
Automated browsers > R i % > <.
=
’8) >— % % Apache CSP = m r:\p (-(\\ (-\(\\P rf\
Scripts & CMD tools ST e
Current Honeysites
Other
@ bots v Bot signatures
A Log Aggregation
Aristaeus Control Center

New Honeysites o Comlat
— . T
| ——9°| « Website Templates > § = e 0g

uerying Panel
—0| ¢ Domain Registration Module : 8essrigng(3eneration
- 0| o Name Servers

Traffic analysis

1. Deploy honeysites 2. Log aggregation 3. Bot traffic analysis
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Deployment

 Registered 100 domains

 Make sure they are not registered before (i.e. once registered then expired), to eliminate
effects of residual trust

* Did not publicly advertise our domains

* Confident that the vast majority of clients were bots

« Spawn a honeysite for each domain via AWS
* Use Let’s Encrypt to obtain valid TLS certificates for each domain

 Spawn in North America, Europe, and Asia.
 Use central server to periodically collect logs from all 100 honeysites

* Logs are stored in Elasticsearch cluster for analysis

27






How can we minimize the effect
of malicious bots without ...
hindering benign bots?

How can we understand
the true impact and
purpose of bots?

How can we build a
bot-only dataset?




Bot Traffic Analysis

 Honeysites keep observing traffic from new |IP addresses

* Average: 1,235 requests/day

Count

e —— New IP addresses
., 3000 - —— New IP addresses (Trend)
-
> 2000
- A
1000 WMV
O 1
1000000 - _
----- Daily Requests
750000 1= — o e Daily Requests (Trend) |
500000 - ]
},‘ | Iy
250000 - T O ——H
14}:‘____ _— e e 1'———“-1 I{‘,‘?"\I‘r\ ,lv-\“—,’—\—:!t—--‘,' l\\ ;'—1; 1,‘“\;'—\ l\';;"‘ *“—“lll’ ?{ II"' N~
0 L=x=r _w~-~l—""\v_" - \\”l' ~~~~~~~ ll ’ T T T T
Jan/24  Feb/24 Mar/24 Apr/24 May/24 Jun/24 Jul/24 Aug/24

Time
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hastorensic”: true,
flog": {
"headersText": [

Bot Traffic Analysis

Use Host header to determine how bots discovered us eerEenTIoEa/E.© (Hindows NT 26

1,
"headerskV": {

* 44% bots visit us through IP (Host:1.2.3.4) “Nonce”: "ap",

"Host": "52.3.222.202"|,
"Accept": ll*/*\nll’

* |P space scanning | "User-Agent": "HoZi11a/5.0 (iindous T
"request”: "GET / HTTP/1.1",
 Network monitoring i "XqOyiz0QYdqDTO9GefocHgAAAATL "

¢ 26% bots visit us through domain (Host: example.com)

e DNS zone files ], ,,
eaderskV": {
P "Nonce"”: "ap",
¢ Cert|f|Cate transparency IOgS "Accept-Encoding": "gzip",
"Connection": "close\n",
« 30% bots do not present Host header R

"Cookie": "csessid=5ea3edf88e02d;
"Referer”: "https%3a//www.objecti
"Content-Type": "application/x-ww
}s
"request”: "GET /wp-admin/ HTTP/1.1
"fid": "XgPt-yveQhjelfbRhAU6sQAAAAL
31



Bot Traffic Analysis

v =exists, X=does not exist, ©=not accessible

Wordpress REiSReIS MR NI MRS 0.60]1] g 18.5/| 0.09 | 0.00 | 1.00 [ 0.00 | 0.00 F25:18
X & 0O ) X ® @
Joomla+ 0.05 | 0.80 | 0.14 Ee¥AeEs 35.23 (21.43| 0.10 | 0.00 |30.95| 0.00 | 0.00 |21.44
¥ &® & 9 O X X G
Drupal - 20.61 pivriagcienclsy 0.91 | 0.00 | 0.00 |20.63
2, O ® ® @
PHPMyAdmin - 19.17| 0.05 | 0.01 K REBANRY 0.00 |18.22
O ® & X @
Webmin+ 0.04 | 0.23 | 0.01 | 0.55 | 5.91 [20.42 | 0.01 | 0.00 | 0.72 | 0.00 pNeJeNels; 16.53
X X X &R Q0 ® X O & LV,
\ \ X ; O o 5 )
G Q‘QQ OQ\QQ 6’&{9 {0"0,& 0\,‘5 :CI». e’&\x’\\ﬂ \\\0q\ OC) :d» «I,Q\'\Q «I,QX\Q \'g\-c’g \’QOO
3O 0% 0P Y (O L R\ E N U UV
R P @@ T W O SN\ N A
" \66'(0 X g&§ SO &0\0 W 600\}
AN \C \QO @\3‘& \&© \\§
o
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Bot Traffic Analysis

v =exists, X=does not exist, ©=not accessible

Wordpress geiSRslelie WA RCI° 0.01 [36.97|18.37| 0.09 0.00 | 1.00 | 0.00 | 0.00 [23.18
® & O X ¥ ® @
Joomla- 0.05 | 0.8 0.14 Y 35.23(21.43| 0.10 | 0.00 [30.95| 0.00 | 0.00 [21.44
X X 2 O X X @
Drupal+ 0.02 | 0.7 20.601 gelcvriamcleRes] 0.91 | 0.00 | 0.00 [20.63
Y %, Q &® &® @
PHPMyAdmin- 0.01 | 0.5 19.17| 0.05 | 0.01 QeI oloNels] 0.00 [18.22
X O ¥ & % @
Webmin- 0.04 | 0.2 0.01 |J0.55 | 5.91 [20.42| 0.01 | 0.00 | 0.72 | 0.00 pNeIexeIs) 16.53
® 4 ®| ® © 0 ® ® 0 ® ©
oS .OQ\QQ ST = 660"\\3 N (O > «I,Q\QQ «I,QXXQ 50 SO0
\,”QQ \QQ\’ Q'@ .6\‘5 0‘0 e,\ .»oe‘ Q)\) . 066 .066 \0@ 6‘\
£ WY oF W oC > O oY g
N\ \C} \Q @\3‘6 \S \
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Bot Traffic Analysis

* Bots first discover that a website is running
WordPress, then target the login page of
wp-login.php, wp-admin, and xmlrpc.php.

Wordpress [REERIIRSVAICERCICVEE 1).61
v v v

Joomla -

prupal- 0.02  0.70 1 0.10 1 0.62 12 « Bots are highly specific, targeting easy-to-

¥ & X & . .
exploit endpoints.
PHPMyAdmin- 0.01 | 0.57 | 0.02 | 0.28 | 9
¥ X X &

* Login endpoints of our applications that
Webmin? 8:50 925 "% % > received the most attention

34



Bot Intentions

 Benign

* Asking for valid resources similar to a normal

browser
 No manifested intentions of attacking
Gray

e Malicious

Malicious

 Send unsolicited POST requests toward
authentication endpoints

Benign

* Send invalid requests trying to exploit
vulnerabilities

e None of the above traits

35



Bot Intentions

Type Total SEBot Requests  Verified Requests

Benlgn Googlebot 233.024 210,917 (90.5%)
Bingbot 77,618 77,574 (99.9%)
. Baidubot 2,284 61 (0.026%)
o
SearCh Englne bOtS Yandexbot 4.894 4.785 (97.8%)
o GOOglebOt, Bingbgt, etc. Total 317.820 293.337 (92.3%)

 Academic and industry scanners
e Builtwith, Netcraft
* Internet Archive

e Academic research bot

Use reverse-DNS verification to make sure they did not spoof their identity

36



Bot Intentions

= = Path # requests Unique IPs Target applications

Malicious —

JCHANGELOG.txt 116,513 97 TUpe, JOOM &
Moodle and spip

ig&';l‘ikcﬁf‘nﬂg)/ 55,144 3,608 ThinkPHP

° Credentlal erteforce attempts /wp-content/plugins 32,917 2,416 WordPress

. /solr/ 23,307 919 Apache Solr
° Reconnalssance attempts /manager/html 10,615 1,557 Tomcat Manager

* Application fingerprinting
* Exploitation attempts
e Scanning for publicly-reachable backdoors

* Scanning for unprotected sensitive files

37



Bot Intentions

e Single-shot scanners (50.04% of IP address)
* Visit the website only once, mostly asking “/”
 No obvious activities.

* Require future explorations

38



Only

13%

of Malicious bots appeared in online blocklists

39



Online Blocklist Coverage

 Where are these bots?
 Commercial (<5%)
o Datacenter (~30%)
* Residential (~65%)
o Other (<1%)

Fraction

1.0

=
o

e
o

O
IN

L2
N

e
o

B Blocklist IP

mm  Aristaeus dataset malicious IP

Commercial

40

[ B Aristaeus dataset all IP

Data Center ISP (Residential)
IP Usage Type

Other




Javascript Support

Only

0.63%

Bots executed JavaScript




TLS Fingerprinting

35%

use HTTPS

058

Fingerprints

14 '} 97.2%

TLS Requests




TLS Fingerprinting

 TLS fingerprints can be used to

_ _ _ Unique Total
|dent|fy SpOOflng bots. Tools Fps 1P Count g quests
: Go-http-client 28 15,862 8,708,876
o Search for mismatch between the Libwww-perl or wget 17 6,102 120,423
PycURL/curl 26 3,942 80,374
stated UAs and the observed Pothon aedlih 3 X 858 72 883
TLS fingerprints. NetcraftSurveyAgent > 2,381 14,464
msnbot/bingbot 4 1,995 44 437
. . Chrome- 1(Googlebot) ] 1,836 28.082
* Eg C?Ialm tO be Flrefox’ bUt matCh Python-requests 2.x 11 1,063 754,711
TLS fmgerprmt of pyth()n-requests commix/v2.9-stable 3 1,029 5,738
Java/1.8.0 8 308 1,710
MJ12Bot 2 289 28,065
Chrome-2(Chrome, Opera) 1 490 66,631
Chrome-3(Headless Chrome) ] 80 2,829
Chrome-4(coc_coc_browser) ] 4 101
Total 113 38,239 9,879,326
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[ "tlsfp": { |
"ciphersuite"”: "©xCO2F ©xC030 ©xCO2B OxCO2C OxCCA8 ©xCCA9 ©xCo13 OxCee9 OxCe1l4 OxCOOA ©x009C ©x009D \m ‘
"tls version": "©x0303", k

'\ "matchcount™: "1", o /
"sig alg": "Ox0401 0Ox0403 Ox0501 Ox0503 Ox0601 Ox0603 Ox0201 0x0203 ",
"src_port": 43482,

"ipv4 dst": "172.26.13.77",

"record_tls_version": "exe3el1l",

"timestamp": "2020-04-25 ©3:59:59",

"server_name": "www.objectivecurtainbook.com",

"ipv4 src": "134.209.53.244",

"ec_point_fmt": "exee",

"e_curves": "Ox001D ©0x0017 ©x0018 ©6xeel9 ",

“"compression": "@xe0",

"extensions": "Ox0000 Ox0005 OxOOOA OxO0OB OxP0VD OxFFO1l ©xeel2 ",
"dst_port": 443,

"compression_length": "1",

"ciphersuite length": "©x0020",

"id": o,

"desc": "Dynamic ip-172-26-13-77.ec2.internal 12947 201"

Golang HTTP request’

}s
"hastlsfp"”: true

}s
"SSL_PROTOCOL": "TLSv1.2",

“forensic": {

"hasforensic": true,

"flog": {
"headersText": [

OST W- OD e VU o OO0 Com™; ' - — —

’ ) ] )
"User-Agent:Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv%3a62.0) Gecko/20100101 Firefox/62.0", |

14 - 7
"Content-Type:application/x-www-form-urlencoded"”, | FlrefOX On Ubu ntu

"Cookie:csessid=5ea3edf88e02d; wordpress test cookie=WP+Cookie+check"

A

. ————— — e ———

"Referer:https%3a//www.objectivecurtainbook.com/wp-login.php",
"Accept-Encoding:gzip",
“"Connection:close\n"

1,
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Bots are pretending to be browsers

e Fake Chrome (82.6%)

o Mostly curl/wget
o Shown no GREASE in TLS fingerprint

e Fake Firefox (98.5%)
o ©68.7% are go-http-client
o 21% are libwww-perl
o Remaining requests are still not firefox

86.2% of bots claiming to be Firefox/Chrome,
were lying about their identities
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Bots scanning for vulnerabilities present
distinct behavior

 Send a large number of requests.
* Distinct exploration and attack phases.
 May only use a subset of their attack vectors during each execution.

 Produce a large number of invalid requests.

Vulnerabilities are being quickly abused
 Netgear GPON router (EDB-48225), 0 days
« F5 TMUI shell (CVE-2020-5902), 0 days
 DrayTech modems (CVE-2020-8585), 3 days
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| Bots Honeysites

X

Automated browsers > % %
' Scripts & CMD tools %

Other Current Honeysites
bots

Takeaways

l Aristaeus Control Center

°| « Website Templates T
o| « Domain Registration Module I i
o| « Name Servers dTeeet

1. Deploy honeysites

/\

New Honeysites

|

>

Log Sources

S88-S

TLS Apache CSP ==

vV

Log Aggregation

JS

e Log Correlation
e Querying Panel
e Session Generation

2. Log aggregation

)

Analysis Engine

= O @

D D D D
L'y by by by

|

Bot signatures

Traffic analysis

3. Bot traffic analysis

By putting an unpopular website online, the website will receive at least 1200

requests/day, <2% are benign

Bots are highly selective, targeting easy-to-exploit endpoints.

97% bots are rudimentary HT TP libraries, but pretending to be browsers

Only 13% of bot IPs appeared in IP blocklists

TLS fingerprinting are effective against cloaking and evasion

Exploits that go public are quickly abused - Just in a few hours
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How can we minimize the effect
of malicious bots without (.
hindering benign bots? T

How can we understand
the true impact and
purpose of bots?

How can we build a
bot-only dataset?




Stop malicious bots from scanning
websites for vulnerabilities

Web Vulnerability Scanners



Web vulnerability scanner (WVS)

 Automated, “point-and-click” tools that scan web
applications for vulnerabilities.

 Perfect tool for penetration testers

* |dentify and fix low-hanging vulnerabillities

® Fu"_auto weapon for maIiCiOUS aCtorS root@kali:~# commix --url="http://192.168.0.23/commix-testbed/scenarios/refere

o NN\
[N/ N/ _\/"__\V\J/\\/'\ vi.7-stable

: - : /N A/ NN A VA VA AN VA VAN N\ </ o
® Identlfy and expl()lt IOW—hang”]g VA N\ /A AN AN LN L\ L\ L\ \L\/\_/\_\ http://commixproject.com

\/ INI__ 1 NI_INT_INTZINT_INTZINTZINTZINTIN/_/ (@commixproject)

vulnerabilities

Automated All-in-One OS Command Injection and Exploitation Tool

Copyright (c) 2014-2017 Anastasios Stasinopoulos (@ancst)
o=

Checking connection to the target URL... [ SUCCEED ]

Setting the HTTP header User-Agent for tests.

Testing the (results-based) classic command injection technique... [ FAILI
Testing the (results-based) dynamic code evaluation technique... [ FAILED
Testing the (blind) time-based command injection technique... [ FAILED ]
Trying to create a file in '/var/www/html/commix-testbed/scenarios/referer
Warning: It seems that you don't have permissions to read and/or write fil
Do you want to try the temporary directory (/tmp/) [Y/n] > Y

o W e W s T e T s W e W e W |
o= X X X X X X
) e e b ] ] e bed

Commix Scanner Example
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ScannerScope Design

Mediate HTTP traffic betwee_n
~>7 clients and the server

ScannerScope

Asynchronous
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¢ Queueing Service

Resources
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< Verdict

Scanner
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from Aristaeus

Machine learning model
classifies users vs. WVSs
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Training the ML Model

e 159 Users are from Amazon Mechanical Turk.

 Users are asked to perform series of interactions to the
web application

 Reading articles, Posting comments, etc.

e Actions are randomized so that no two users will
behave the same.

12 Web Vulnerability Scanners
 Top 10 open-source WVS of top OWASP pentesting tools
« OWASP Zap, Arachni, Commix, etc.
e 2 academic scanners
* Black Widow, Enemy of the State

Eriksson et al., Black widow: Blackbox data-driven web scanning. IEEE S&P 2021
Doupée et al., Enemy of the state: A state-aware black-box web vulnerability scanner, Usenix Security 2012
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Scanner Name Version
WPScan(kali) 3.8.13
Arachni 1.5.1
OWASP Zap D-2020-12-21
WMap 1.5.1
Wapiti 3.0.3
Nikto 2.1.6
W3at 1.6.45
Skipfish (kali) 2.10b
Commix 2.9-stable
Google Tsunami 0.0.5
Black Widow N/A
Enemy of the State N/A




ScannerScope Performance

Model

Accuracy

Precision

Recall

F1-score

WordPress-WordPress

99.30%

97.79%

99.58%

98.66%

Joomla-Joomla

99.22%

99.17%

99.14%

99.15%

WordPress-Joomla 91.44% 92.52%  91.44% 91.39%
1 Unseen Scanner 98.27% 96.71%  98.53% 97.43%
4 Unseen Scanners 96.20% 93.65% 97.13% 95.19%
6 Unscen Scanners 91.26% 85.50%  94.38% 87.66%
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ScannerScope Performance

Model Accuracy Precision Recall F1l-score
WordPress-WordPress 99.30% 97.79%  99.58% 98.66%
Joomla-Joomla 99.22% 99.17%  99.14% 99.15%

92.52%  91.44% 91.39%

WordPress-Joomla

1 Unseen Scanner 98.27% 96.71% 98.53% 97.43%
4 Unseen Scanners 96.20% 93.65% 97.13% 95.19%
6 Unscen Scanners 91.26% 85.50%  94.38% 87.66%
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ScannerScope Performance

Model Accuracy Precision Recall Fl-score
WordPress-WordPress 99.30% 97.79%  99.58% 98.66%
Joomla-Joomla 99.22% 99.17%  99.14% 99.15%
WordPress-Joomla 91.44% 92.52%  91.44% 91.39%

1 Unseen Scanner

4 Unseen Scanners

6 Unseen Scanners

# of requests to detect: 15
99.27% Accuracy on Benign Bots



ScannerScope Overhead

Benchmark Performance (WordPress) Benchmark Performance (Joomla)
100 7] e 100 - — ———
—
~ [
80 - 80 -
00 - X 60 -
a

- 40 -
40 o
20 - — Apache 20 - — Apéche

Nginx Only | Nginx Only
0 - ) —— Nginx with fingerprints 0- yJ —— Nginx with fingerprints
0 250 500 750 1000 1250 1500 1750 2000 0 250 500 750 1000 1250 1500 1750 2000

Response Time (ms)
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How can we minimize the effect

of malicious bots without
hindering benign bots?
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How can we understand
the true impact and
purpose of bots?

Honeysites Log Sources Analysis Engine

@¢

puomated browser SISISES g N> @
>R R & TS

_ J , -
@ > Apache CSP mm JS RO

Ly by ke
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Beyond Attacking Web Servers

Targeting users instead of servers

Jennifer Alberto <&

@ WhatApp@@@@@@@@@@@ You invest with Mrs Luciana cruz too? Wow that woman has b
$ & \ Author and my family.

Impersonation

Scripted conversation

(
[& g] Reply * Norbert Stephan Within a few seconds
I'm new at this, please how can | reaCh her?
O UL CTINLGR&E 4 hours ago Ibert j
¢ t joh
& J @ albert john <&

thank you for the kind words! You can reach her on her TELEGAM with the user name below

Q albert john <

7 Reply )
[ﬁ g] .investwithLucruz.
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Data Collection

 Measurement range: 10/1/2022 to 03/31/2023
e Monitored Channels: 20
e \ideos: 8,226

o Captured comments: 8.8 Million



Comment Scam Features

* Textual - Scammers use Visually Similar
Symbols (VSS) to evade automated detection

systems

* Graphical - Scammers apply similar profile

images to impersonate channel owners

 Temporal - Scammers split the conversation
and even contact phone numbers, and use
multiple accounts to post them together to

form a fabricated short story

60



Comment Scam Features

O Jennifer Alberto <

Q WhatApp@@@@@@@@@@@ You invest with Mrs Luciana cruz t9oo? Wow that woman has b«
$ & (\ Author and my family.

Impersonation
Scripted conversation

Norbert Stephan <

[ﬁ g] Reply é Within a few seconds
I'm new at this, please how can | reaCh her?
g UL CTINTL G R&E 4 hours ago & albert john <

thank you for the kind words! You can reach her on her TELEGAM with the user name below

[6 v g] Reply & albert john <
.investwithLucruz.
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Comment Scam Features

* Textual - Scammers use Visually Similar Text-based Filter

m Text-based Filter

Symbols (VSS) to evade automateddetection

1 Time-Based Filter
systems

Image-Based Filter
 Graphical - Scammers apply similar profile

images to impersonate channel owners

 Temporal - Scammers split the conversation
and even contact phone numbers, and use
multiple accounts to post them together to

Time-Based Filter
form a fabricated short story

Flagged 206K (2.34%) of comments as scam
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Scam Campaigns

Campaign ID Accounts Comments Affected Targeted Affected
Posted Videos Channels Categories

1 112 4045 92 1 Finance

2 59 703 324 4 News/Politics,
Finance

3 46 5405 66 2 Finance

4 45 692 321 4 News/Politics,
Finance

D 44 5662 76 2 Finance

Only 31.42% scam accounts were
deactivated during study
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Interacting with Scammers

e Cryptocurrency Investment (76%)
o Promise unrealistic high-yield investments (15% to 1300% weekly

return)
o Impersonation as channel owner or broker
o Entice user to transfer cryptocurrency to scammer’s wallet
o Fake Prize (22%)
o Promise a prize (usually related to channel content)
o Request shipping charges ($50 to $500)
e Others (2%)
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Interacting with Scammers

000000

000000

000000

00000

00000

20 1

[ = = =
N » (@) (00}
1 1 1 1

Number of scammers active
=
o

N
1

0

-~ (@) (0]
1 1 ]

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
Time of the Day (Hour)

Crypto- # of Total Amount of USD Value
currency Wallets Cryptocurrency (Min. - Max.)
Bitcoin 31 67.64 $1.07M - $1.92M
(BTC)

Ethereum 16 36.49  $0.04M - $0.07M
(ETH)

(Total) 47 $1.11M - $1.99M

Millions of dollars
(equivalent) were stolen
by only 31 scammers
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Security and Privacy in an
Everchanging System Landscape
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